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Army Information Assurance
The Policy Making Process




| nfor mation Oper ations
(Responsibilities)

The G-2 provides The G-6isthe Army’sCI O,
theintelligence and providesthe foundation
support and some of Information Assurance
oper ational policies.
capabilities.

C2 Attack. C2 Protect.

e TheG-3isthe , and has
OPCON of the Army’sfull spectrum, 1O field
deployable force.

Civil Affairsand Public Affairs.




The Threat Environment

’lq‘? Insiders
‘;Terrorists

U Script-kiddies

Hackers

1998-99  _Siate'Sponsorship
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Computer Network Defense (CND)

Army Computer Emergency ) .
Response Team (CERT) “—* ' Focal Point for the Army

Army Criminal
| nvestigation

Army

The Participants

Army Law Enforcement (LE) Investigative
Lead for all Computer Crimes

Army Counterintelligence (Cl) Investigative
Counterintelligencg Lead for Espionage Activities
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Computer Network Defense

National Infrastructure Protection Center
(NIPC)
Federal Government Lead

DoD
* Network/Systems DISA JTE-CNO
4GNOSC/

Management, Monitor,
Restore & Reporting _ /DoD CERT Information Assurance Vulnerability
* Network/Systems Protection & Alert (IAVA) Compliance Reporting
-Cgﬁ?rt(;lallzed Configuration Incident/Intrusion Analysis
Response Coordination
Army NOSC Computer Vulnerability Assessments
Attack Sensing and Warning

Army
LE/CI Liaison

Co-located :
TNOSCs/
RCERTs 4
Monitor -
AT Hawall Korea
Sensor Grid TNOSC TNOSC
Worldwide




Army Information Assurance
Shapes the Cyber Battle-Space for Future IO Operations

Establishes effective policies and tactics, techniques, and procedures (TTPs) across
the full spectrum of conflict

|ldentifies, trains, and retains quality IA personnel

Inserts state-of-the-art protective technologies into sustaining base and
tactical/digitized forces
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Proxy
Technologies

Mobile
Code
Detection
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Army Information Assurance
Initiatives

(Proxy Technology Protecting the Army’s Web Presence to the World)

During Dec 01 — at the height of the Nimda Worm attack, there were
96,274 exploits attempted against Army web servers protected by proxy
servers — all were In defacing a page.

There are xx P

proxy sites o Remote Web
protecting Xxx N — S Server is

untouched and

Defaces Proxy “copy” of web Proxy refreshes
o Army . page, but page is refreshed web pages IAW
SR I There are 25 proxy sites from web server within 15 settings, e.g.,

protecting 650 web sites in JULILES every 15 minutes
the Army enterprise

web sites Iin




Army Ports and Protocols
Registration Process

(Army Portsand Protocols Registration Process)

Challenge

Uniform and timely processfor requeststo “open”
protocols and portsat security enabled network devices
(1.e. firewalls, security routers, etc.) that supports...

— High system availability across Army and DoD
networks

Spans all operational environments and systems that
rely on “ computer networks’ asther transport
mechanism




“Take Aways’




